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概要： 

New applications in embedded, cyberphysical and internet of-things (IoT) domains increasingly incorporate access to and 
processing of sensitive data. Privacy and integrity of these data typically are achieved by (lightweight) cryptographic 
primitives often implemented as application-specific hardware blocks aiming at minimizing area, energy, etc.. Security 
functions in hardware to which a potential attacker has direct access makes them vulnerable to a range of physical attacks, 
including (passive) side-channel analysis and fault-injection attacks.  
We report on AutoFault, a prototypic framework to quickly evaluate the resistance of security-critical hardware blocks to 
fault attacks. AutoFault can be employed for three main tasks in the course of cipher design and analysis: pre-silicon 
analysis, postsilicon analysis, and analysis of countermeasures. The framework takes as inputs solely the circuit 
description of the cipher and the fault(s) and produces an algebraic formula that can be handed over to an external 
(SAT-)solver. We demonstrate successful application of AutoFault (in pre-silicon mode) to LED-64 and to small-scale AES. 
To the best of our knowledge, this is the first time that a state-of-the-art cipher (LED-64) was broken by a fault attack with 
no prior manual cryptanalysis whatsoever. We also present first results on the performance of AutoFault using the data of 
physical fault injections on an FPGA board.   
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